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1 Executive summary  

The "Standardisation & Certification Action Plan" deliverable provides a comprehensive framework for 
advancing standardization and certification within Industry 4.0, as part of the AI REDGIO 5.0 project. This 
document outlines strategic actions to enhance interoperability, security, and data quality of industrial IoT 
systems. 

The deliverable begins by detailing the primary objectives: facilitating interoperability, ensuring data quality, 
enhancing cybersecurity, supporting Digital Innovation Hubs (DIHs), and promoting data sovereignty and 
open data initiatives. 

The Standardization Strategy and Action Plan section describes the project's alignment with key 
standardization bodies (ENISA, UNE/ISO, ETSI, IEEE, ITU-T) and initiatives like GAIA-X, focusing on creating a 
unified approach to standardization. This alignment is essential for ensuring cybersecurity, data quality, 
interoperability, and a unified approach in Industry 4.0, as required by the EU Grant Agreement for the AI 
REDGIO 5.0 project. 

Key sections include: 

● Data Exchange and Interoperability: Emphasizes the importance of seamless data exchange through 
semantic interoperability layers and standardized data models, leveraging contributions from 
FIWARE, ETSI, and ITU-T. 

● Cybersecurity and DIHs Support: Addresses cybersecurity challenges with guidelines from ENISA and 
details the role of DIHs in supporting local industries with resources, training, and certification 
services. 

● Data Quality and Certification: Explores strategies for maintaining high data quality using standards 
like IEEE P2510 and the opportunities for DIHs to provide certification services to enhance data 
reliability. 

The document also includes sections on Specifications UNE on Data, Data Spaces, and Smart Data Models, 
explaining how these concepts support standardized and interoperable data management practices. 

Furthermore, the deliverable outlines the Technological Implementation of solutions using FIWARE, edge 
computing, and embedded machine learning, and highlights the Partner Contributions to the project's 
success. 

Finally, the Feedback and Iteration Process describes how stakeholder feedback will be used to continuously 
improve the standardization and certification strategy, ensuring its effectiveness and alignment with industry 
needs. 

In conclusion, the deliverable establishes a solid foundation for standardization and certification in Industry 
4.0, providing a clear roadmap for future improvements and collaborative efforts. 
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2 Objective of the deliverable 

The primary objective of the "Standardisation & Certification Action Plan" deliverable is to provide a 
comprehensive strategy for implementing different standards and certificates within the AI REDGIO 5.0 
project framework. In concrete, the standardization in AI REDGIO 5.0 is focused on guaranteeing the 
interoperability between all the components and assure the replicability and sustainability of the project at 
the end of the grant. For this reason, this deliverable covers the following specific objectives: 

● Facilitating Interoperability: Developing and promoting standardized protocols and data models that 

enable seamless interoperability between different IoT devices and platforms. This includes 

leveraging initiatives such as Smart Data Models to ensure that data can be shared and utilized across 

various systems. 

● Ensuring Data Quality: Maintaining high data quality through rigorous standards and validation 

processes, leveraging UNE 178301 for data quality management and UNE 178104 for data 

governance. Ensuring data quality is fundamental to the reliability and accuracy of industrial 

processes. This also includes contributing to new reference documents for data quality, based on the 

IEEE P2510 standard and best practices from ITU, UNE/ISO, and GAIA-X. 

● Enhancing Cybersecurity: Strengthening cybersecurity measures to protect industrial systems from 

emerging threats. Implementing robust security protocols and guidelines from organizations such as 

ENISA will help mitigate risks and secure data exchanges. 

● Supporting DIHs: Providing resources, guidelines, and certification services through DIHs to help local 

industries adopt and integrate new technologies effectively. DIHs play a critical role in facilitating 

digital transformation by offering support and expertise. 

● Promoting Data Sovereignty and Open Data Initiatives: Creating decentralized data spaces that 

allow organizations to control and monetize their data while promoting transparency and trust, 

utilizing standardized Data Spaces for secure and interoperable data sharing. 

By achieving these objectives, the deliverable aims to create a robust framework that enhances the digital 
transformation of the manufacturing industry, ensuring that new technologies are standardized, secure, and 
widely adopted. This approach will help industries improve their competitiveness and operational efficiency 
in the evolving digital landscape. 
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3 Standardization strategy and action plan  

 

3.1 Standardization focuses on AI REDGIO 5.0 and alignment with clusters/alliances. 

The AI REDGIO 5.0 project aims to enhance Industrial IoT by focusing on the contextualization and monitoring 
of workers and machinery. This involves leveraging cross-domain exploitation through general-purpose data 
models and semantic annotation. The project collaborates with several standardization bodies and alliances, 
including ETSI, IDSA, IEEE, OMA, and ITU-T, to promote interoperability and the adoption of emerging 
technologies. Strategic synchronization with other EU-driven bodies, such as AIOTI and ENISA, is essential for 
aligning with AI REDGIO 5.0's objectives and ensuring the successful implementation of standardized 
practices. 

3.1.1 Integration with Key Bodies and Initiatives 

AI REDGIO 5.0 coordinates with key standardization bodies and initiatives to ensure that its efforts align with 
international standards and best practices. This collaboration includes: 

● ETSI (European Telecommunications Standards Institute): Engaging in initiatives such as ETSI ISG 

CIM and ETSI SAREF to develop standards for IoT and smart devices. 

● IDSA (International Data Spaces Association): Focusing on secure and reliable data exchange. 

● IEEE (Institute of Electrical and Electronics Engineers): Contributing to whitepapers and standards 

like IEEE PARs, which are crucial for setting benchmarks in the industry. 

● OMA (Open Mobile Alliance): Developing standards such as OMA LwM2M and OMA NGSI, which are 

integral to the FIWARE platform. 

● ITU-T SG20 (International Telecommunication Union): Working on data models and interoperability 

standards for IoT and data management. 

● ENISA (European Union Agency for Cybersecurity): Providing guidelines and recommendations on 

cybersecurity in Industry 4.0. 

● UNE/ISO: Developing and promoting international standards for data quality and governance. 

● GAIA-X: Promoting data sovereignty and interoperability by contributing to the GAIA-X initiative. 

Additionally, strategic synchronization with other EU-driven bodies is essential. This includes: 

● AIOTI (Alliance for Internet of Things Innovation): Facilitating innovation in IoT through 

collaboration and standardization efforts. 

● ENISA: Offering security guidelines to protect industrial systems, thus ensuring robust and secure 

digital transformation processes. 

The perpetuity and acceptance of technologies resulting from industrial innovation are closely linked to 
standardization. By ensuring technologies are standardized, their value and market position are solidified. 
Reflecting on the actions taken by the aforementioned organizations within this deliverable is crucial to align 
with AI REDGIO 5.0's objectives and ensure the successful implementation of standardized practices. 
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3.2 Approach from Physical Sensor to Data Exchange (Semantics) 

The AI REDGIO 5.0 project aims to ensure the reliable, trustworthy, and sustainable integration of IoT devices, 
focusing on the seamless interface from the physical world to digital data exchange. This process involves 
advanced IoT protocols, embedded security, and standardized interfaces to guarantee data accuracy, 
security, and interoperability. One of the primary components of this approach is the implementation of 
advanced IoT protocols for device management, maintenance, and remote firmware upgrades. These 
protocols are designed to be compatible with widely-used open platforms such as FIWARE, oneM2M, and 
Sensinact, as well as commercial platforms like Microsoft Azure, Fujitsu RunMyProcess, and Bosch. 
Standardized interfaces ensure that these devices can communicate and exchange data seamlessly across 
different systems. 

 

Figure 1. Overview of the AI REDGIO 5.0 Project Scheme 

Security is a critical aspect of IoT integration. Embedded security measures within IoT devices ensure they 
can identify themselves, preserve privacy, and protect against vulnerabilities such as Distributed Denial of 
Service (DDoS) attacks. Robust access control mechanisms prevent unauthorized access, ensuring that only 
authorized entities can interact with the devices and data. To facilitate interoperability, it is essential to 
integrate and interface the most widely used protocols. This involves utilizing IoT agents and standard 
interfaces to define the south-bound interface (SBI) from AIOTES. These interfaces should comply with 
standards set by organizations like 3GPP, GSMA, and ETSI, including oneM2M and the FIWARE Orion Context 
Broker. 

Sensors must provide data that is interoperable, high-quality, and secure. Developing data models and 
objects for describing new sensors in the industrial domain is crucial. This includes extending data models 
with additional fields and semantic annotations to support cross-domain interoperability and context 
management. Beyond FIWARE NGSI-LD, the action also supports integration with ETSI SAREF for semantic 
interoperability extension in the special action for industry and value-chain. Ensuring the quality of data 
involves using indices for each sensor type (e.g., activity, motion, noise, temperature, gases) to include 
metadata about accuracy, reliability, and feasibility. This is guided by standards like IEEE PAR2510, which sets 
parameters for industrial sensor data quality. These indices help in validating the data quality, ensuring it is 
suitable for specific applications. 
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The concept of data sovereignty is evolving to emphasize open data and organizational transparency. 
Creating decentralized data spaces independent of major data marketing companies like Facebook and 
Google is crucial. Organizations such as the International Data Spaces Association (IDSA) are pivotal in 
developing these spaces to support the data economy. Organizations can leverage data exported by third 
parties to enhance their production and operational processes. Additionally, they can export and potentially 
monetize their data, enabling mutual enrichment and creating new business opportunities. This approach 
fosters a more dynamic and interconnected industrial environment, promoting innovation and efficiency. 

3.3 Data Exchange via a Semantic Interoperability Layer 

The AI REDGIO 5.0 project emphasizes the importance of seamless data exchange via a semantic 
interoperability layer, which is crucial for enabling effective communication between different IoT devices 
and platforms. This section details the steps taken and the technologies employed to achieve this goal. 

A semantic interoperability layer ensures that data exchanged between systems is understandable and 
usable across different domains. This involves the use of standardized data models and ontologies to provide 
a common understanding of data semantics. Key contributions in this area include efforts from organizations 
such as FIWARE, ETSI, and the International Data Spaces Association (IDSA). 

FIWARE Data Models and Contributions 

FIWARE plays a significant role in developing data models that support semantic interoperability. Key aspects 
of FIWARE's contributions include: 

● NGSI-LD Contribution: FIWARE has developed the NGSI-LD standard, which provides a powerful 

context management API for handling data across different domains. This standard is designed to 

support cross-domain data exchange by providing a unified context management framework. 

● Context Management: The NGSI-LD standard allows for efficient context management, which is 

essential for applications that require real-time data processing and analysis. This includes 

applications in Industry 4.0, smart cities, and other IoT domains. 

● Cross-domain Design: FIWARE's data models are designed to be cross-domain, meaning they can be 

used in various sectors, including manufacturing, agriculture, and smart cities. This design flexibility 

enhances the interoperability of data across different applications and platforms. 

ETSI SAREF 

The Smart Applications REFerence (SAREF) ontology developed by ETSI aims to facilitate semantic 
interoperability. The SAREF ontology acts as a common language for IoT devices, enabling them to 
understand and use each other's data effectively. AI REDGIO 5.0 contributes to SAREF by: 

● Supporting Extensions: Contributing to the development and extension of the SAREF ontology to 

cover more domains and use cases. This includes mapping and integrating with other ontologies and 

standards to enhance interoperability. 

● Exploring Integrations: Investigating potential integrations with other frameworks and standards, 

such as those from IDSA, to ensure comprehensive semantic interoperability across different 

systems. 
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Figure 2. SAREF ontology schema. Adapted from https://saref.etsi.org/ 

 

ITU-T SG20 

The International Telecommunication Union (ITU) Study Group 20 (SG20) focuses on IoT and its applications, 
including smart cities and communities. ITU-T SG20's contributions to data models and semantics are crucial 
for ensuring interoperability. Key activities include: 

● Reference Documents: Developing and maintaining reference documents on data models and 

semantics to guide the implementation of interoperable IoT systems. 

● Technical Reports: Producing technical reports, such as the D3.4 Technical Report on Data Sets 

Interoperability, which provides guidelines and best practices for achieving data interoperability. 

AIOTI / IERC / CREATE-IoT 

The Alliance for Internet of Things Innovation (AIOTI), the IoT European Research Cluster (IERC), and the 
CREATE-IoT project collaborate to advance semantic interoperability. Their efforts include: 

https://saref.etsi.org/


     

12 
    

Funded by the European Union. Views and opinions expressed are however those of the author(s) only 
and do not necessarily reflect those of the European Union or Health and Digital Executive Agency 
(HaDEA). Neither the European Union nor HaDEA can be held responsible for them. 

● Workshops and Activities: Organizing workshops and activities to promote semantic 

interoperability. These events bring together experts from various fields to share knowledge and 

develop new solutions. 

● Whitepapers: Publishing whitepapers, such as the second whitepaper on semantic interoperability, 

which includes use cases and best practices from the AI REDGIO 5.0 project and other Industry 4.0 

initiatives. 

These collaborative efforts ensure that data can be exchanged and used effectively across different IoT 
systems and platforms, enhancing the overall interoperability and efficiency of industrial applications. 

 

3.4 Security for Industry 4.0 and the role of guidelines and support from DIHs 

The AI REDGIO 5.0 project places a strong emphasis on security within the context of Industry 4.0. Ensuring 
robust cybersecurity measures is critical for protecting industrial systems, data integrity, and operational 
continuity. This section outlines the guidelines, strategies, and support mechanisms provided by Digital 
Innovation Hubs (DIHs) to enhance security in Industry 4.0 environments. 

Security Challenges in Industry 4.0: Industry 4.0 introduces a range of new security challenges due to the 
increased connectivity and integration of digital systems with physical processes. Key challenges include the 
rise of sophisticated cyber-attacks, such as ransomware, phishing, and Distributed Denial of Service (DDoS) 
attacks, targeting industrial systems. IoT devices often have limited security capabilities, making them 
susceptible to exploitation. Ensuring the integrity and privacy of data as it moves through various systems 
and networks is paramount. 
 
ENISA Guidelines and Recommendations: The European Union Agency for Cybersecurity (ENISA) plays a 
pivotal role in providing guidelines and recommendations to bolster cybersecurity in Industry 4.0. ENISA has 
developed comprehensive guidelines for securing IoT devices in manufacturing environments, covering best 
practices for device management, data protection, and threat mitigation. As part of AI REDGIO 5.0's roadmap, 
ENISA has established the IoT Security (IoTSEC) Experts Group. This group brings together cybersecurity 
experts to exchange ideas, address challenges, and develop solutions for securing IoT ecosystems in industrial 
settings. 
 
Integration with IDSA and Reference Models for Data Exchange: AI REDGIO 5.0 collaborates with the 
International Data Spaces Association (IDSA) to integrate security measures within data exchange 
frameworks. This collaboration focuses on ensuring that data owners retain control over their data, even 
when it is shared across different platforms. This is achieved through secure data exchange protocols and 
access controls. Additionally, developing reference architectures that incorporate security best practices for 
data exchange serves as blueprints for implementing secure data sharing solutions in industrial 
environments. 

Support from Digital Innovation Hubs (DIHs): DIHs play a crucial role in supporting local industries to adopt 
and implement security measures. Their support includes providing training sessions and resources to 
increase awareness about cybersecurity threats and best practices, helping organizations build a culture of 
security and equipping them with the knowledge to protect their systems effectively. DIHs also conduct 
security audits and assessments to identify vulnerabilities and recommend mitigation strategies, offering 
these services to help organizations strengthen their security posture. Furthermore, DIHs assist with the 
implementation of security solutions, from selecting appropriate technologies to configuring systems for 
optimal protection. 
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3.5 Data Quality and the opportunities of certification for DIHs 

Ensuring data quality is a fundamental aspect of the AI REDGIO 5.0 project, as high-quality data is crucial for 
making informed decisions and maintaining operational efficiency in Industry 4.0 environments. This section 
explores the key strategies for maintaining data quality and the opportunities for certification that can 
benefit Digital Innovation Hubs (DIHs) and their stakeholders. 

 

 

Figure 3. Data Organization Structure in the AI REDGIO 5.0 Project 
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Data Quality Standards and Validation 

Maintaining data quality involves implementing rigorous standards and validation processes to ensure the 
accuracy, reliability, and usability of data collected from various IoT sensors and devices. Key strategies 
include: 

● Data Quality Indices: Utilizing indices for each sensor type (e.g., activity, motion, noise, temperature, 

gases) to include metadata about accuracy, reliability, and feasibility. These indices help in assessing 

the quality of data and ensuring it meets the required standards for specific applications. 

● IEEE P2510 Standard: This standard, co-chaired by HOPU and Cisco, establishes quality parameters 

for data sensor types in IoT environments. The IEEE P2510 standard defines key parameters such as 

floating-point relative accuracy (EPS/Epsilon), security levels, encryption support, tamper resistance, 

calibration mechanisms, and energy efficiency. More details on this standard can be found at IEEE 

P2510. 

The Role of Data Sovereignty 

Data sovereignty is an evolving concept that emphasizes the control of data by the entities that generate it. 
In the context of AI REDGIO 5.0, data sovereignty involves ensuring that data owners retain control over their 
data, even when it is shared or exchanged. This concept is crucial for fostering trust and promoting the use 
of open data. Key aspects include: 

● Decentralized Data Spaces: Creating decentralized data spaces that are independent of major data 

marketing companies. Organizations like the International Data Spaces Association (IDSA) are crucial 

in developing these spaces, supporting a data economy where organizations can use data from third 

parties to improve their processes and export their own data for mutual benefit. 

Certification Opportunities for DIHs 

Certification provides a structured framework for ensuring that data and IoT devices meet specific standards 
of quality and performance. For DIHs, certification presents several opportunities: 

● Supporting SMEs and Sensor Manufacturers: DIHs can offer certification services to small and 

medium-sized enterprises (SMEs) and sensor manufacturers. This helps these entities demonstrate 

the quality and reliability of their products, enhancing their market competitiveness. 

● Guidance for Industrial Applications: By providing certification, DIHs can guide industries in selecting 

the right sensors and IoT devices based on their specific needs. This reduces the risk of operational 

issues due to poor data quality and ensures that industries can make critical decisions based on 

reliable data. 

● Building Trust: Certification builds trust among stakeholders by providing assurance that devices and 

data meet established standards. This trust is essential for the widespread adoption of digitalization 

technologies in industrial environments. 

Technical Architecture for Intelligent Interaction 

The IEEE P2510 standard outlines a technical architecture for intelligent interaction, which includes: 

https://standards.ieee.org/project/2510.html
https://standards.ieee.org/project/2510.html
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● Sensor Vendors and Certificate Authorities: Establishing a process where sensor vendors can certify 

their devices with recognized authorities. 

● IEEE Databases: Maintaining detailed records of sensor accuracy and calibration in an IEEE-driven 

database, accessible to DIHs and other stakeholders. 

● Support for End Users: Enabling final customers to make informed decisions based on certified data 

quality parameters. 

In conclusion, focusing on data quality and leveraging certification opportunities can significantly enhance 
the reliability and effectiveness of IoT implementations in Industry 4.0. DIHs play a crucial role in this 
ecosystem by providing the necessary support and services to ensure high standards are maintained. 

3.6 Specifications UNE on Data 

The UNE specifications provide a comprehensive framework for data management and governance, ensuring 
that organizations can maximize the value of their data while complying with international standards and 
regulations. These specifications are crucial for achieving interoperability, data quality, and governance in 
industrial environments. 

Main UNE Specifications: 

● UNE 178301: This specification focuses on data quality management, providing detailed guidelines 

for maintaining the accuracy, completeness, and reliability of data. Key aspects include ensuring data 

is correct and free from errors (accuracy), making sure all necessary data is collected and available 

(completeness), ensuring data is consistent and dependable for decision-making (reliability), 

ensuring data is up-to-date and available when needed (timeliness), making sure the data collected 

is pertinent to the intended purpose (relevance), and ensuring data consistency across different 

sources and systems (consistency). 

● UNE 178104: This specification addresses data governance, offering a structured framework for 

defining roles, responsibilities, and processes to manage data as a valuable asset. Key components 

include assigning responsibility for managing data assets (data stewardship), establishing rules and 

guidelines for data management (data policies), defining the structure and organization of data 

assets (data architecture), implementing processes to maintain high data quality (data quality 

management), ensuring compliance with relevant regulations and standards (compliance), and 

identifying and mitigating risks associated with data management (risk management). 

The implementation of these UNE standards within the AI REDGIO 5.0 project brings several significant 
benefits. Firstly, the improvement in interoperability is notable, as standardized data models and protocols 
enable seamless data exchange between different systems and organizations, effectively reducing barriers 
to collaboration. This leads to a more integrated and cohesive data environment, fostering better 
cooperation among project partners. 

Moreover, the reliability and utilization of data are greatly enhanced. High-quality data can be reliably used 
for critical decision-making processes, thereby enhancing operational efficiency and effectiveness. Accurate 
and complete data significantly improve the quality of decisions made by organizations, as they can trust the 
data to be dependable and relevant. This results in more informed and effective strategies, ultimately 
contributing to the project's success. 
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Furthermore, adhering to these standardized practices builds trust among stakeholders. Partners, clients, 
and regulatory bodies can have confidence in the project's data management practices, knowing they adhere 
to internationally recognized standards. This trust is essential for fostering long-term relationships and 
ensuring the project's credibility in the industry. 

Another critical benefit is regulatory compliance. By following these UNE standards, the project ensures that 
its data management practices meet international and industry-specific regulatory requirements. This 
compliance not only avoids potential legal issues but also enhances the project's reputation as a responsible 
and ethical entity in the industry. 

Implementation in AI REDGIO 5.0: For the AI REDGIO 5.0 project, implementing these UNE standards is 
essential to ensure that the data collected and exchanged is of high quality and managed properly. The 
project can benefit in several ways: 

● Data Quality Assurance: By following UNE 178301, the project can implement rigorous data quality 

checks, ensuring that data used in various processes is accurate, reliable, and timely. 

● Structured Data Governance: UNE 178104 provides a clear framework for managing data 

governance within the project. This includes defining roles such as data stewards who are responsible 

for maintaining data quality and compliance. 

● Interoperability and Integration: These standards support the interoperability of different data 

systems, making it easier to integrate various data sources and systems within the project. This can 

lead to more comprehensive data insights and better decision-making. 

● Risk Management: The guidelines help identify potential risks in data management and implement 

measures to mitigate them, ensuring the robustness and security of the project’s data infrastructure. 

● Enhanced Collaboration: Standardized data practices facilitate smoother collaboration between 

different partners involved in the project, as there is a common understanding and approach to 

managing data. 

 

3.7 Data Spaces and Their Role in Standardization 

A Data Space is a data sharing environment where multiple organizations can share data securely and in a 
controlled manner. This concept is crucial for promoting innovation and collaboration in the digital economy. 

Definition and Purpose: A Data Space is a decentralized infrastructure that allows different organizations to 
share data while maintaining control over their data. This environment supports secure data exchanges, 
privacy, and compliance with regulations. Data Spaces are built on trust and mutual agreements, where data 
providers and consumers collaborate under predefined rules. They are designed to facilitate the seamless 
exchange of data, enabling organizations to leverage diverse data sets to drive innovation, improve decision-
making, and create new business opportunities. Standardization within Data Spaces ensures that all 
participants adhere to common protocols and formats, enhancing interoperability and efficiency. 
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Figure 4. Data Space Schema 

Key Components: 

● Access Control Mechanisms: Ensuring that only authorized entities can access the data is a 

fundamental aspect of a Data Space. Robust access control mechanisms are implemented to prevent 

unauthorized access and ensure data privacy and security. These mechanisms often include 

authentication, authorization, and audit trails to monitor and control data access. 

● Interoperability: Facilitating seamless data exchange across different systems and platforms is 

essential for the effectiveness of a Data Space. Standardized data formats, protocols, and interfaces 

are employed to ensure that data can be easily shared and understood by diverse systems. This 

interoperability reduces technical barriers and enhances collaboration among participants. 

● Business Models for Data Sharing: Defining how data can be monetized and shared among 

participants is a critical aspect of a Data Space. Business models may include data marketplaces 

where data providers can offer their data to consumers for a fee, data exchange agreements, and 

collaborative data sharing arrangements. These models provide incentives for data sharing and 

ensure that the value of data is realized. 

Relevance for AI REDGIO 5.0: In the AI REDGIO 5.0 project, Data Spaces can enable seamless data sharing 
between various stakeholders, including industry partners, Digital Innovation Hubs (DIHs), and research 
institutions. This collaborative approach can drive innovation by allowing participants to access diverse data 
sets, leading to new insights and advancements in industrial processes. For instance, by sharing data on 
manufacturing processes, organizations can identify best practices, optimize operations, and reduce costs. 
Additionally, Data Spaces can facilitate the integration of new technologies, such as AI and IoT, by providing 
a common data infrastructure that supports their deployment and scaling. 

Benefits: The implementation of Data Spaces within the AI REDGIO 5.0 project brings several significant 
benefits. First, Data Spaces enhance the ability of organizations to collaborate and innovate. By providing a 
secure and controlled environment for data sharing, organizations can work together on joint projects, 
leverage each other's data, and develop new solutions that would be difficult to achieve individually. 

Secondly, Data Spaces improve data quality and reliability. The standardized data formats and protocols used 
in Data Spaces ensure that the data shared is consistent, accurate, and up-to-date. This leads to better 
decision-making and more effective use of data across different applications and processes. 

Thirdly, Data Spaces support compliance with data protection regulations. By implementing robust access 
control mechanisms and ensuring data privacy, Data Spaces help organizations comply with legal 
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requirements, such as the General Data Protection Regulation (GDPR). This compliance is crucial for building 
trust among participants and ensuring the long-term sustainability of the Data Space. 

Lastly, Data Spaces create new business opportunities by enabling the monetization of data. Organizations 
can generate revenue by selling or licensing their data to others, creating a new source of income. 
Additionally, by accessing data from other organizations, they can enhance their own products and services, 
gaining a competitive edge in the market. 

 

3.8 Standardized Smart Data Models for Enhanced Interoperability 

Smart Data Models is an initiative to create standardized and open data models that can be used in various 
smart city, IoT, and industrial applications. This initiative is crucial for ensuring interoperability, reducing 
development costs, and accelerating the implementation of smart solutions. 

Objectives: The primary objective of Smart Data Models is to create a comprehensive repository of reusable 
and adaptable data models that can be applied across different domains. These data models are designed to 
facilitate interoperability between systems and applications, ensuring that data can be seamlessly exchanged 
and understood regardless of the underlying technology or platform. 

Key Components: 

● Standardized Data Models: The initiative develops and maintains a collection of standardized data 

models that can be used to describe various entities and relationships in smart cities, IoT, and 

industrial environments. These models cover a wide range of applications, from urban infrastructure 

and environmental monitoring to industrial automation and healthcare. 

● Open-Source Repository: Smart Data Models are available in an open-source repository, allowing 

developers and organizations to access, use, and contribute to the models. This collaborative 

approach ensures that the data models are continuously improved and updated to meet evolving 

needs. 

● Interoperability: By using standardized data models, organizations can ensure that their systems and 

applications can interoperate with others. This interoperability is crucial for creating integrated 

solutions that leverage data from multiple sources to provide comprehensive insights and 

functionalities. 

Benefits: The adoption of Smart Data Models within the AI REDGIO 5.0 project offers several significant 
benefits. Firstly, it promotes interoperability by providing a common framework for data exchange. This 
ensures that data generated by different systems can be easily integrated and used together, enhancing the 
overall functionality and efficiency of the project. 

Secondly, Smart Data Models reduce development costs and time. By providing ready-to-use data models, 
the initiative eliminates the need for organizations to develop their own models from scratch. This 
accelerates the implementation of smart solutions and allows developers to focus on building innovative 
applications rather than on data model creation. 

Thirdly, the initiative fosters collaboration and innovation. The open-source nature of Smart Data Models 
encourages contributions from a wide range of stakeholders, including developers, researchers, and industry 
experts. This collaborative environment leads to the continuous improvement of the data models and the 
development of new ones, driving innovation and ensuring that the models remain relevant and useful. 
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Implementation in AI REDGIO 5.0: For the AI REDGIO 5.0 project, integrating Smart Data Models can 
significantly enhance the interoperability of data and applications. This integration can lead to more efficient 
data management, better decision-making, and faster deployment of innovative solutions. Specifically, the 
project can benefit from the following: 

● Unified Data Framework: Implementing standardized data models across the project ensures a 

unified framework for data management, facilitating seamless data exchange between different 

components and stakeholders. 

● Enhanced Data Insights: By integrating data from diverse sources using standardized models, the 

project can generate comprehensive insights that drive informed decision-making and optimize 

operations. 

● Scalable Solutions: The use of adaptable and reusable data models supports the development of 

scalable solutions that can grow with the project's needs, ensuring long-term sustainability and 

flexibility. 

● Community Collaboration: Leveraging the collaborative nature of Smart Data Models, the project 

can engage with a broader community of experts and stakeholders, benefiting from shared 

knowledge and collective advancements. 
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4 Partner Contributions 

In this chapter, we present the specific contributions made by various partners involved in the AI REDGIO 5.0 
project. Each partner has played a crucial role in advancing the project's objectives through their unique 
expertise and initiatives. 

These contributions specifically relate to the efforts in standardization and certification. This chapter provides 
an overview of their contributions, key achievements, challenges faced, and future directions. By highlighting 
these contributions, we aim to showcase the collaborative efforts and the impact each partner has had on 
the project's success, particularly in promoting standardization and certification within Industry 4.0. 

4.1 HOPU 

Project Overview: HOPU has significantly enhanced IoT security within the AI REDGIO 5.0 project by 
developing comprehensive security guidelines in collaboration with ENISA and promoting MicroShift for edge 
computing and decentralized data spaces. 
 
Key Achievements: Development of detailed IoT security guidelines to ensure secure deployment of IoT 
devices, establishment of the IoT Security (IoTSEC) Experts Group to facilitate the exchange of ideas and 
solutions among experts, deployment of MicroShift as a lightweight Kubernetes-based platform for 
standardized and efficient edge computing, and promotion of decentralized data spaces to ensure data 
sovereignty and secure data exchange. 
 
Challenges and Solutions: Addressed IoT security vulnerabilities, integrated MicroShift seamlessly, and 
maintained data sovereignty in decentralized data spaces. 
 
Future Directions: Enhance IoT security measures, integrate MicroShift further, expand data spaces, and 
contribute to future standardization efforts. 

Key Contributions: 

1. Development of IoT Security Guidelines: Ensured secure deployment of IoT devices in 

manufacturing environments. 

2. Establishment of IoTSEC Experts Group: Facilitated the exchange of ideas and solutions among 

experts for cyber threat detection and mitigation. 

3. Implementation of MicroShift: Provided standardized and efficient edge computing solutions. 

4. Promotion of Decentralized Data Spaces: Ensured data sovereignty and secure data exchange. 

 

4.2 Brainport Industries (BPI) 

Project Overview: BPI has played a pivotal role in enhancing and growing the DF Network (T3.4). Their 
contributions include investigating relevant topics and the hosting of the (bi)monthly DF Network Meetings, 
as well as increasing the number of participants in the network. Furthermore, BPI participates in the WP6 DF 
experimentation and pays their contributions to provide use cases in the project. 
 
Key Achievements: Restarting the periodic DF Network meetings, creating an overview of how to provide 
most value to the participating organizations in the network and doing the first iteration of the DF 
Experiment. 
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Challenges and Solutions: Remotization asset of the DF experiment was missing for which the 2nd iteration 
will provide the necessary input. Furthermore, a few DFs in the network had been incorrectly counted double, 
which has been corrected for, and another indicated not to want to be part of the network anymore. Solution 
is collected input from the DFs on how to provide the most value possible to them and using the input to 
structure end guide our DF network periodic meetings. 
 
Future Directions: Plans to grow the DF Network to at least 30 participating DFs and 8 TEFs (Testing and 
Experimenting Facilities) and enhance the DF network meetings to become more interactive and create a DF 
network that provides sufficient value for the participants. 
 

Key Contributions:  

1. Establishment of the DF Network: This group facilitates the exchange of ideas and solutions amongst 

experts, focusing on Didactic Factory services and Artificial Intelligence experimentation in the 

manufacturing industry. 

2. Hosting bimonthly DF Network Meetings: After a silent period between November 2023 and May 

2024, the DF Network meetings were restarted as of May 14th, 2024, and will continue to be hosted 

on a bimonthly basis. 

3. Standard development: Supporting, implementing and enhancing the Smart Connected Supplier 

Network (SCSN) to ensure easy, safe data exchange in the manufacturing industry, and data 

sovereignty. 

4. IDSA Data Sovereignty: Implementing frameworks from the International Data Spaces Association 

(IDSA) to ensure data sovereignty and secure data exchange. 

 

4.3 Flanders Make 

Project Overview: Flanders Make is a small partner in this project and has contributed mainly through 
Didactic Factory Experiment DFVII and making use of this DF to reach out to manufacturing SMEs. It is also 
active, through its EDIH Digitalis, in the network of EDIHs being established within this project.  
 
Key Achievements: designing and executing Didactic Factory DFVII. Using DFVII to demonstrate to 
manufacturing SMEs the potential benefits of AI-on-the-edge based Predictive Maintenance. 
 
Challenges and Solutions: The challenges were technical, concerning reliable and efficient deployment of AI 
models on DFVII’s edge device. These were solved through an appropriate software architecture. 
 

Future Directions: Since Flanders Make is not active in T7.3, it has no plans or initiatives related to 
standardization and certification. Its future directions are focused on flexible and scalable deployment of 
models based on a FiWare context broker framework. 

Key Contributions: 

1. Establishment of Didactic Factory DFVII: this contributes to the Project’s network of Didactic 

Factories throughout Europe and to the number of manufacturing SMEs that has been directly 

reached and informed. No contribution has been made to standards, guidelines and frameworks. 

2. Involvement of EDIH Digitalis: this EDIH is coordinated by Flanders Make and has been involved in 

the EDIH network of this project. First contacts with other (E)DIHs in the project have been 
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established and future collaborations are being explored, contributing to the networking purposes 

of AI REDGIO 5.0. 

4.4 POLIMI 

Project Overview: POLIMI has exploited its DR-BEST taxonomy to configure the service portfolio analysis of 
the Didactic Factories (DF) involved. As the WP3 leader, POLIMI has set several meetings to support and 
monitor all the tasks within WP3 specially contributing to T3.4, supporting BPI to organize DF network 
meetings. In addition, POLIMI has continuously updated DIH4INDUSTRY platform to establish the service 
portfolio and potential collaborations among (E)DIH network exploiting platform capabilities. As far as DF 
experiment is concerned, POLIMI is also part of TERESA and VF experiment leveraging its Industry4.0lab 
infrastructure as “DFI-I4.0lab” conducting an experiment for “Semi-automated Printed Circuit Board 
Dismantling” showcasing a human-robot interaction respecting TERESA and WISE implications as well as 
benefiting from AI tools within the experiment set up. 
 
Key Achievements: Application of DR-BEST taxonomy and METODIH method for service portfolio 
configuration and collaboration scenarios of the DF network. Developing and first iteration implementation 
of DFI experiment leveraging on AI models and human-robot interaction scenario within the framework of 
Industry 5.0 and TERESA. 
 
Challenges and Solutions: Concerning DFI experiment, few technical challenges related to experiment setup 
was identified and later on have been properly addressed. 
 
Future Directions: Since POLIMI is not directly involved in T7.3, it has no plans or initiatives related to 
standardization and certification. The future direction will be framed under other tasks within the project. 
 

Key Contributions: 
 

1. Establishment of Didactic Factory DFI: Design and set-up of the DFI experiment respecting project 
objectives and requirements. 

2. Developing DR-BEST taxonomy and METODIH for DF and (E)DIH network: Adopting the 
methodologies and tools with respect to project objectives to establish the network. 

3. DIH4INDUSTRY Platform: Maintaining and updating information regarding (E)DIH network and 
providing solutions for collaborative scenarios. 

 

4.5 PBN  

Project Overview: PBN is a small partner in this project and has contributed mainly through Didactic Factory 
Experiment DFXIII ( SunSync: AI solution for optimising energy usage in industry at the level of am-LAB DIH). 
The primary aim of our experiment is to automate and optimize our recycling process. We have been 
collaborating with other DIHs in the AI REDGIO Consortium to improve our services together. 
 
Key Achievements: continuously developing and executing DFXIII. Using DFXIII to demonstrate to 
manufacturing SMEs how we are optimizing our recycling process. 
 
Challenges and Solutions: The challenges were technical, but they were solved: 
 

● Barrier/ Difficulty/ Challenge: Implementation Assistance Required 

● Description: AI Deployment Across Edge and Cloud Continuum 
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● Solution Applied: We seek expertise in effectively integrating artificial intelligence technologies 

within the spectrum of edge computing and cloud-based systems. 

● Barrier/ Difficulty/ Challenge: Time-Dependent Developments 

● Description: Generalization of Model Development and Execution 

● Solution Applied: Additional time is needed to refine and standardize the processes for creating and 

executing AI models, ensuring versatility and efficiency across various applications. 

 

Future Directions: Since PBN is not active in T7.3, we have no plans or initiatives related to standardization 
and certification. In the future scenario at am-LAB DIH, the AI-powered system will efficiently manage energy 
usage. It will collect data from solar panels for real-time information on energy generation, while weather 
forecasts will provide predictions of future solar energy availability. The battery data will offer insights into 
the current energy storage levels. 
 
Key Contributions:   

1. None. 

 

4.6 PILOT II – PERNOUD 

Project Overview: The Experiment aims to demonstrate the impact of Artificial Intelligence in shopfloor 
regarding productivity and agility. AI will be used as decision making tool for realizing and organizing the 
manufacturing sequences in a shopfloor where resources are shared among different business units. It will 
have to be linked to PERNOUD MES system to analyse the current status of every task and predict if some 
delays (or advance) are expected. In case of delays (or advance), alerts will be launched to inform the 
scheduler or the operator and advice to improve the planning will be sent to them. Advice will be defined to 
limit the impact according to PERNOUD decision rules. The final decision will always be taken by the user, a 
human, with the ability to not follow the tools advice. 
 
Key Achievements: We are working on a solution to extract information from a STEP file with image 
recognition combined with color analysis. 
 
Challenges and Solutions: Extract information from STEP files  
 
Future Directions: The system prediction will have to fulfill the requirement of ISO 9001   

 

Key Contributions:   

1. None. 

 

4.7 PILOT III - GPALEMC   

Project Overview: GPALMEC participates in AIREDGIO 5.0 project as SME willing to improve the safety on 
agricultural machines by means of components with AI at the edge. To perform this, GPALMEC plans to take 
an on the market agricultural vehicle, equip it with 3D camera for rows of trees following and obstacle 
avoidance, inclinometer for steepness detection and warning in case of machine's operational limit crossing, 
accelerometer to identify slippery conditions and an interface PLC that collects that data from the camera 
and sensors, run the analysis and communicate with the vehicle's control unit to transfer the driving 
commands and the warning messages. 
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Key Achievements: Certification phase has not begat at the moment of the document writing (June 2024). 
GPALMEC plans to join forces with HIT (Hub Innovazione Trentino) - the DIH supporting the GPALMEC in 
AIREDGIO 5.0 project - to study the matter once the machine's hardware configuration is defined and the 
functioning proved. 
 
Challenges and Solutions: None so far 
 
Future Directions: GPALMEC plans to study the machinery directive 2006/42/EC certification to make sure 
the system proposed for the augmented driving complies with these rules to be able to be sold within the 
European market.  

Key Contributions:  

1. None. 

 

4.8 PILOT VII – KATTY FASHION   

Project Overview:  Katty Fashion is a SME participating in the AIREDGIO 5.0 project with the aim of improving 
the Quality Assurance of clothing production by using QUAD-AI@E system that will deploy Computer Vision 
algorithms for preprocessing the captured images that will be fed into the AI algorithm. KAF QA department 
will optimize the quality checks processes by leveraging AI-powered automation without disrupting current 
workflow. The system offers the ability to boost clothing quality control through seamless defect detection 
with minimal manual intervention. 

Key Achievements: Certification phase has not yet begun, but we are looking into the DIH collaboration to 
search suitable providers that could support us with the certification and standardization services. 

Challenges and Solutions: None so far 

Future Directions: Right now, we are in the process of developing an early TRL system with the eye looking 
at bringing it to a TRL7 by the end of the project. This means that we are in the process of assessing the 
certifications mandatory in order to bring the system in production. From our findings we are looking at: 

● ISO 9001 Such a certification will not only ensure the customers that Katty Fashion has a good quality 
management process, but there are systems/processes in place that reduce waste and help the 
customer make more informed decisions. 

● ISO/IEC 27001 Some of the garments developed by Katty Fashion hold patents developed by the 
customers and they will need assurances that our systems will not leak the patented details. 

● ISO 45001 Will enable Katty Fashion to assess the potentials workplace hazards and implement risk 
management measures in line with the local regulations. 

Key Contributions:  

1. None. 

 

4.9 SMC 

Project Overview: SMC is a technological partner for the AI REDGIO 5.0 project and the contribution brought 
to it is about the reference implementation and the Edge-to-Cloud solutions. Also, SMC is a tech mentor and 
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partner to several SMEs and DFs experiments and cooperates with them to bring the most appropriate 
solutions in terms of open-source architecture and tools. 
 
Key Achievements: define a reference implementation to be the main target for all the partners involved in 
the project. 
 
Challenges and Solutions: SMC faces technical challenges to find out and provide the best architectural 
solutions to be put in place for the different types of experiments involved in AI REDGIO 5.0. Solutions are 
coming out while the experiments are facing their implementations, so SMC can provide help and suggestions 
about them. 
 
Future Directions: Since SMC is focused on the architectural “standardization” of the technological part of 
the experiments, the goal is to bring them to a solution that could inspire and fit their needs, also about 
certifications and directions.  

 
Key Contributions:  
 

1. None. 

 

4.10 UNIBO 

Project Overview: UNIBO, with its ACTEMA research group, has contributed mainly through Didactic Factory 
Experiment DFII (E2Mech), which focuses on innovative condition monitoring and prognostic (CM&P) 
algorithms (and control as well) for mechatronic systems, aimed at providing preliminary yet beneficial 
journey to deploy CM&P for the manufacturing industry SMEs. 
 
Key Achievements: Design and validation (mainly on simulation data) of Mixed Physics-driven and data-
driven control/diagnostic-oriented models and a first draft of algorithms applied to the E2Mech benchmark 
study. Developing the first iteration to create a first experimental dataset on which to apply AI 
models/algorithms. 
 
Challenges and Solutions: Challenges were mainly technical, involving the DFII experiment. For instance, 
exporting data from Drawing CAD to the simulation environment was not straightforward and it has been 
solved adopting free SW plug-in tools. 
 
Future Directions: Since UNIBO is not directly involved in T7.3, it has no specific plans or initiatives related 
to standardization and certification. The future direction will be focused on the evolution of the DF 
experiment. 
 
Key Contributions: 

 

1. Establishment of Didactic Factory DFII: Design and set-up of the DFII experiment respecting project 

objectives and requirements. 
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4.11 DMIW 

Project Overview: DMIW is an independent, industry-led DIH and is supporting both the DF Network and the 
CAP SME Experiment (Intelligent Contextualized Vision System), focusing on the design and integration of a 
unique data-capture model for getting shopfloor data into an AI-ready data space. 

 
Key Achievements: Design and development of the IWOK (Industreweb Operational Knowledgebase), DFVIII 
and supporting the testing and validation of the Contextualized Vision System concept in SME Experiment VI. 
 
Challenges and Solutions: Changes in the market and available technologies has changed the focus of the 
experiment design from developing advanced engineering ‘solutions’ to supporting the capture of highly 
annotated, contextualized idata coming from the shopfloor, to support third-party AI-driven technologies 
and services. 
 
Future Directions: Developing and testing advanced data-capture technologies that complement and 
enhance existing AI-Driven technologies and support their integration within the SME market. 

Key Contributions: 

1. IWOK (Industreweb Operational Knowledgebase) A human-in-the-loop Data-capture Platform 

designed to synchronize and harmonize real-time data from the shopfloor with human input to 

create heavily annotated data for consumption by AI technologies and software solutions. 

4.12 C2K 

Project Overview: C2K is a technical solution provider supporting the experiments in SME Pilot 6 and DF VIII 
with the Industreweb Data Integration Platform – supporting AI at the Edge in Real Time. 
 
Key Achievements: Design of a novel data architecture to support the requirements of AI-Driven 
technologies and bespoke integration tools for modern and legacy industrial environments. 
 
Challenges and Solutions: Changes in the market and available technologies has changed the focus of the 
experiment design from developing advanced engineering ‘solutions’ to supporting the capture of highly 
annotated, contextualized idata coming from the shopfloor, to support third-party AI-driven technologies 
and services. 
 
Future Directions: Designing and testing advanced data-capture solutions that complement and enhance 
existing AI-Driven technologies and supporting their integration within the SME market through bespoke 
connectors. 

Key Contributions: 

1. Industreweb Data Integration solutions: Novel data structure for capturing real-time data at the 

Edge in a contextualized format ready for consumption in AI tools and technologies. 
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4.13 UTW-AMC (University of Twente, Advanced Manufacturing Centre) 

Project Overview: University of Twente, Advanced Manufacturing Centre (UTW-AMC) make contribution 
mainly through Didactic Factory Experiment (DF-V, Industrial IoT smart box) and we are also a partner in 
(E)DIH network. The main objective of our DF experiment is to implement IIoT smart box system and relevant 
AI applications with the low-cost, flexible customization, plug & play features for SMEs. In the architecture 
of the system, the cloud platform was developed based on FIWARE. 
 
Key Achievements: The DFV experiment of IIoT smart box has achieved its milestone of the first iteration. 
The system architecture and underlying application, as well as AI at the edge related applications have also 
been realized. The development of cloud server platform based on FIWARE, and the communication between 
cloud components is based on the NGSI interface standard. 
 
Challenges and Solutions: The main challenges in the experiments come from the integration of technical 
standards and the development of algorithms. These challenges were mainly addressed. The standards and 
security mechanisms associated with the FIWARE platform are used in the experiments. Algorithm 
development was also balanced and made more efficient based on the experiment's requirement.  
 
Future Directions: Our experiments will put more effort into stabilization and security and try to apply more 
relevant standards and related certification processes. 
  
Key Contributions: 
 

1. Standards-based application: Our experiments apply FIWARE related standards in both data 

communication and data storage, and we have developed corresponding industrial applications 

based on these platforms and standards. 

 

4.14 SCCH 

Project Overview: SCCH focuses on the development of the Collaborative Intelligence (CI) platform that 
integrates three components: the validation tool, the input analysis, and the output analysis. Therefore, our 
overall contributions to the project include developing and implementing the core logic of the platform, 
creating visualization tools, and improving the platform’s data processing capabilities. 
 
Key Achievements: Our involvement has consisted of the development of the aforementioned components. 
The validation tool is an intuitive user interface for data visualization. While the input and output components 
are tools for correlation and similarity analysis, with the capability of implementing RDF-based knowledge 
graphs and establishing rule-based inference system to enhance data insights. 
 
Challenges and Solutions: The first challenge was about ensuring algorithm transparency and explainability, 
was addressed by developing documentation and visualization tools to clarify the decision-making processes. 
The second challenge was about maintaining compliance with diverse international data protection 
regulations. It was met by conducting regular audits. 
 
Future Directions: We are committed to continuously improving our platform and data processing 
techniques to align with evolving industry standards. Additionally, we are developing user training programs 
and courses to promote standardized usage of our platform. 
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Key Contributions:  
 

1. Adherence to FIWARE NGSI-LD: Our solution involves a knowledge graph developed in RDF that 

follows FIWARE NGSI-LD. In this way, our internal data structures facilitate integration 

within the FIWARE ecosystem while maintaining semantic consistency. 
2. Adherence to ISO 25012: Our solution adheres to data quality standards, including ISO 25012. The 

key idea about following this standard is to ensure that our metadata management strategy can 

ensure good levels of accuracy, completeness, consistency, and reliability. 
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5. Conclusions and future outlook 

The "Standardisation & Certification Action Plan" deliverable has laid a strong foundation for advancing 
standardization and certification within Industry 4.0. The project has successfully developed comprehensive 
security guidelines, established expert groups, created reference architectures, and contributed to the 
development of standardized data models. These achievements have significantly enhanced the 
interoperability, security, and quality of industrial IoT systems. The security guidelines ensure robust 
protection against cyber threats, while the expert groups foster collaboration and innovation. The reference 
architectures provide standardized blueprints for secure data exchange, and the data models enhance 
semantic interoperability, enabling seamless data sharing across diverse platforms and domains. Collectively, 
these efforts ensure a more resilient and efficient industrial IoT ecosystem, supporting the broader goals of 
Industry 4.0. 

Key Ideas and Results: 

● Comprehensive Security Guidelines: Developed in collaboration with ENISA, these guidelines ensure 

robust cybersecurity measures for IoT devices in industrial environments. They cover best practices 

for device management, data protection, and threat mitigation. 

● Expert Groups: The IoT Security (IoTSEC) Experts Group facilitates collaboration among cybersecurity 

experts, addressing challenges and developing solutions for securing IoT ecosystems. This group 

plays a critical role in fostering innovation and enhancing security protocols. 

● Reference Architectures: Created to incorporate security best practices for data exchange, these 

architectures serve as blueprints for implementing secure data sharing solutions. They provide 

standardized methods to ensure data integrity and confidentiality. 

● Standardized Data Models: Contributions to data models, such as NGSI-LD by FIWARE and SAREF 

ontology by ETSI, have enhanced semantic interoperability. These models facilitate seamless data 

exchange across different platforms and domains. 

Next Steps in Standardization and Technological Implementation: 

● Expansion of Standards: Continue developing and refining standards to address new technological 

challenges, ensuring they remain relevant and effective. Collaborate with international 

standardization bodies to stay ahead of emerging trends. 

● Advanced IoT Protocols: Implement advanced IoT protocols for device management, maintenance, 

and remote firmware upgrades, ensuring compatibility with open and commercial platforms. These 

protocols will enhance the reliability and security of IoT devices. 

● Data Sovereignty: Create decentralized data spaces that allow organizations to retain control over 

their data while facilitating open data exchanges. Promote transparency and trust, ensuring data 

privacy and empowering organizations to manage their data independently. 

● Enhanced Role of DIHs: Expand the services of Digital Innovation Hubs (DIHs) to include 

comprehensive support for cybersecurity, data quality, and interoperability. Assist industries in 

navigating the complexities of adopting new technologies, providing essential resources and training. 

● Focus on Cybersecurity: Develop advanced security protocols, enhance threat detection and 

response capabilities, and foster a culture of cybersecurity awareness across industries. Protect 

industrial systems from evolving cyber threats. 
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● Embedded Security Measures: Integrate robust security measures within IoT devices, including 

access control mechanisms to prevent unauthorized access. Ensure that devices are secure by design 

and can withstand various cyber attacks. 

● Integration of Advanced Technologies: Seamlessly integrate AI, machine learning, and big data 

analytics into industrial systems to drive further innovation in Industry 4.0. Optimize processes and 

enhance decision-making capabilities. 

● MicroShift for Edge Computing: Deploy MicroShift, a Kubernetes-based platform for edge 

computing, to standardize and manage containerized applications. Ensure flexibility and scalability 

for efficient data processing at the edge of the network. 

● High-Quality Data Models: Develop comprehensive data models and objects for new sensors, 

including semantic annotations and integration with ETSI SAREF. Enhance data quality and 

interoperability for accurate and reliable data collection. 

● Standardized Interfaces: Utilize IoT agents and standard interfaces compliant with 3GPP, GSMA, and 

ETSI standards to ensure interoperability. Facilitate seamless communication between different IoT 

devices and platforms. 

● Stakeholder Engagement: Engage with partners, DIHs, standardization bodies, and end-users to 

gather feedback and insights. Ensure the project remains aligned with stakeholder needs and 

addresses emerging challenges. 

● Pilot Testing: Implement pilot projects to test proposed standards and technologies, gaining valuable 

data on their effectiveness and feasibility. Use pilot results to inform future improvements. 

● Review and Evaluation: Regularly review feedback and pilot test results to identify areas for 

improvement. Ensure implemented solutions are effective and meet high standards. 

● Continuous Improvement: Make incremental changes based on feedback and evaluations. Evolve 

the project to meet new challenges and opportunities, fostering adaptability and responsiveness to 

technological advancements. 

By focusing on these areas and maintaining a robust feedback and iteration process, the AI REDGIO 5.0 
project aims to enhance its achievements and ensure the manufacturing sector can fully leverage the benefits 
of digital transformation. This comprehensive approach will improve industries' competitiveness and 
operational efficiency in the evolving digital landscape. 
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